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Improving Diagnostic Resolution of
Failing ICs Through Learning

Yang Xue, Student Member, IEEE, Xin Li, Senior Member, IEEE, and Ronald D. Blanton, Fellow, IEEE

Abstract—Diagnosis is the first analysis step for uncovering
the root cause of failure for a defective integrated logic circuit.
The conventional objective of identifying failure locations has
been augmented with various physically-aware diagnosis tech-
niques that are intended to improve both resolution and accuracy.
Despite these advances, it is often the case, however, that resolu-
tion, i.e., the number of locations or candidates reported by diag-
nosis, exceeds the number of actual failing locations. To address
this major challenge, a novel, machine-learning-based resolution
improvement methodology named physically-aware diagnostic
resolution enhancement (PADRE) is described. PADRE uses
easily-available tester and simulation data to extract features that
uniquely characterize each candidate. PADRE applies machine
learning to the features to identify candidates that correspond
to the actual failure locations. Through various experiments,
PADRE is shown to significantly improve resolution with vir-
tually no negative impact on accuracy. Additional experiments
demonstrate that PADRE is robust against data set variation and
feature-data availability.

Index Terms—Diagnosis, failure analysis, learning, resolution.

I. INTRODUCTION

D IAGNOSIS is a fast and nondestructive approach to
identify and locate defects in a failing chip [1]. It is

a software-based method that analyzes the applied tests, the
chip tester response, and the netlist/layout to produce a list
of scored diagnosis candidates that represent the locations
and sometimes behaviors/types of defects within the failing
chip. A candidate is different from a defect (i.e., the actual
physical deformation that leads to malfunction), in that it is
only a representation of the likely location and behavior of a
defect.

Many diagnosis techniques identify candidates by compar-
ing the collected tester response of a failing chip with the
fault simulation responses for a specific set of deduced faults.
If a single fault accurately represents the defect of a failing
chip, a candidate with an exact match is produced, leading to
a diagnosis with an ideal resolution. However, an exact match
is not common, meaning that there is often mismatch between

Manuscript received February 3, 2016; revised May 29, 2016; accepted
August 23, 2016. Date of publication September 20, 2016; date of current
version May 18, 2018. The work of Y. Xue was supported by the Singapore
A*STAR Graduate Scholarship. This paper was recommended by Associate
Editor L.-C. Wang.

The authors are with the Department of Electrical and Computer
Engineering, Carnegie Mellon University, Pittsburgh, PA 15213 USA (e-mail:
yxue@cmu.edu).

Color versions of one or more of the figures in this paper are available
online at http://ieeexplore.ieee.org.

Digital Object Identifier 10.1109/TCAD.2016.2611499

the simulation response and the tester response. When an out-
put or test pattern that passes on the tester is predicted by
the fault model to fail, a mismatch called a tester pass simu-
lation fail (TPSF) results; similarly, when a fault predicts an
output or test pattern to pass which turns out to fail on the
tester, it is called a tester fail simulation pass (TFSP). For
matching responses, where an output or test pattern pass or
fail both on the tester and in fault simulation, a tester pass
simulation pass (TPSP) or a tester fail simulation fail (TFSF)
results, respectively. To quantitatively evaluate the extent of
match and mismatch of various candidates, a ranking method
is typically invoked (e.g., [2]), where a normalized score is
assigned to each candidate based on the weighted sum of
the matches and mismatches. A diagnosis outcome with few
candidates (i.e., good resolution) and very high scores are
assumed to correlate with the actual defect(s) that caused
failure.

Much effort has been dedicated to improving diagnosis
because it is an important part of the yield learning process
for understanding the root cause of failure. Diagnosis can be
followed by physical failure analysis (PFA), a time-consuming
and destructive approach for exposing the defect physically in
order to characterize the failure mechanism [3]. Due to the
high cost and destructive nature of PFA, the accuracy and
resolution of diagnosis is of critical importance.

In addition to being an integral part of PFA, diagnosis
results from a population of failing chips also serve as input
for a variety of analyses besides PFA. For instance, volume
diagnosis can reveal important statistics including the defect
distribution or the primary yield detractors [4], [5], and pro-
vide useful feedback for evaluating and improving the quality
of manufacturing test [5]–[7].

In practice, diagnosis tends to be nonideal for a variety of
reasons. Two such reasons include the limitation on test set
size, and the equivalent circuit I/O behavior that inherently
exists among candidates. Because there is a tradeoff between
the time needed to both create and apply tests, and the cost
of test, it is always the case that not all possible defects are
fully exposed when they are detected by the production test
set. Even if a comprehensive test set is economically viable,
there still can be candidates that have equivalent behavior
among the many locations that are specific to the standard cells
used and their interconnections. Also, the fault models adopted
for both test and diagnosis are not perfect either, meaning it
is quite likely that the actual defective behavior cannot be
fully explained by the fault model(s) adopted [8]. The over-
all result is an imperfect diagnosis that typically produces an
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Fig. 1. Cumulative diagnostic resolution distribution of defects from a com-
mercial chip shows that only 161 or 31.8% of a population of 507 defects
have ideal resolutions. The plot sorts the defects by the number of candi-
dates for each defect. Each point on the plot shows the number of defects in
the entire population that have candidates no greater than a certain number,
ranging from one to the maximum number of candidates for a single defect.

accurate result but a nonideal resolution. Here, a diagnosis is
accurate if the true defect location is included in the reported
candidate list, whereas the resolution is the total number of
candidates reported for each defect. The diagnosis outcome
is considered ideal if and only if the resolution equals to
one and it is accurate. However, diagnosis often reports more
than one candidate for a defect, where one very likely cor-
responds to the actual defect whereas the remaining do not.
Fig. 1 illustrates this point by showing the cumulative diag-
nostic resolution of defects from a commercial chip. It can be
seen that just over 30% of the diagnosed defects exhibit ideal
resolution.

It is possible to improve resolution with add-on techniques
that rely primarily on easily-obtainable data. In particular, res-
olution improvement can be accomplished through the deriva-
tion of characteristics that enable good candidates (candidates
that correctly represent defect locations) to be distinguished
from bad ones (candidates that do not). For instance, the
candidate scoring technique mentioned earlier is a proven
approach for separating good and bad candidates. For exam-
ple, in [9] and [10], it is suggested that a candidate detected
by many tester-passing patterns is less likely to correlate to
the actual defect location. Other work reveals that the same
neighborhood state (i.e., the logic state of nets near the can-
didate) for a good candidate should not be observed for both
TPSF and TFSF patterns [11]–[13]. If such a situation occurs,
the candidate is said to be inconsistent and is likely to be
bad [11]–[13].

Other than directly improving the diagnosis algorithm
itself, other approaches have been reported for improving
resolution. Diagnosis-oriented automatic test pattern gener-
ation (ATPG) has drawn considerable work. For example,
Hapke et al. [14] introduced a transistor-level and defect-based
ATPG for more precise test and diagnosis; Bartenstein [15]
used fault-distinguishing ATPG to create tests that specifically
detect a targeted fault without activating other faults. Bhatti

and Blanton [16] described an approach that directly targets
faults that are derived from a physically-aware diagnosis.

Machine learning (ML) techniques have also been used in
diagnosis, especially in various volume diagnosis approaches.
Nelson et al. [17] used a two-step approach consisting of rules
and a classifier to identify bridge defects from a population
of diagnosed failures. In [18], a classifier that takes the tester
response as input is used to predict the fanout-free subcircuit
that most likely contains a defect. Other ML-based diagnosis
approaches deal with resolution improvement more directly.
Ren et al. [19] used an incremental k-nearest neighbors clas-
sifier to improve resolution of an on-chip diagnosis technique
meant to identify a failing subcircuit. In [20], a technique
called root cause deconvolution (RCD) uses a Bayesian clas-
sifier to determine the defect type of failure (e.g., opens at
certain metal layers, bridges, or cell-level defects). RCD in
turn improves diagnostic resolution by eliminating the candi-
dates that are not typically associated with the specific defect
type. Blanton et al. [21] described a technique called design
for manufacturability (DFM) rule evaluation using manufac-
tured silicon (DREAMS), in which expectation maximization
is used to identify the most probable DFM rule violation that
caused failure. Similar to RCD, DREAMS improves diagnostic
resolution by retaining only the candidates that are associated
with a violated rule.

Physically-aware diagnostic resolution enhance-
ment (PADRE) [22] improves diagnostic resolution through
the use of ML as well. Specifically, defect- and candidate-
specific features are derived to characterize and distinguish
the diagnosis candidates. Some of the features are well
established such as TFSP, TPSF, and TFSF. Some others are
new, established in this paper for characterization of more
sophisticated candidate properties. The feature data from a
population of candidates are used to learn a classifier that
separates good candidates from bad ones.

In PADRE, we employ a two-level classifier. The first
level is a simple rule-based check of the neighborhood
consistency of each candidate, which is found by past
work [1], [5], [11]–[13] to be very adept at identifying some
types of bad candidates. The second level uses an support vec-
tor machine (SVM) classifier that is learned from some of the
candidates that pass the first level to predict which candidates
are good. PADRE essentially improves the diagnostic reso-
lution through the process of bad-candidate elimination and
good-candidate identification.

II. PADRE

PADRE is a two-level classifier that identifies bad candi-
dates in the first level and good candidates in the second. The
overall flow of PADRE is illustrated in Fig. 2. PADRE takes
as input the diagnosis results for a population of failing chips.
Each chip may have multiple defects and each defect may have
multiple candidates. For all the candidates, a set of features
are extracted to characterize each candidate.

A. Candidate Features

Candidate features are specific design and testing char-
acteristics that differentiate good candidates from bad ones.
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TABLE I
LIST OF FEATURES CONSIDERED IN PADRE

Fig. 2. PADRE takes all the candidates through a two-level classifier, in which
bad candidates are eliminated and good candidates are identified. By reducing
the total number of candidates while maintaining accuracy, the resolution of
the diagnosis is improved.

The candidate features now considered in PADRE are sum-
marized in Table I.

Some of the candidate features such as passing_states, fail-
ing_states, and inconsist_states are physical features, because
they characterize the layout characteristics of a candidate when
it is both activated and sensitized. Specifically, the neighbor-
hood state of a candidate is formally defined as the logic values
driven on nets that are in physical proximity of the candi-
date for tests that detect the candidate [1]. The neighborhood
nets for a given candidate, as illustrated in Fig. 3, include the
following.

1) Physical Neighbors: Nets that are in close proximity.
2) Drivers: Inputs of the cell that drives the candidate.

Fig. 3. Example of the neighborhood of a candidate associated with net S6.
(a) Physical neighbors, i.e., nets in close physical proximity of the candidate.
(b) Driver and receiving-cell side inputs of the candidate.

3) Side Inputs: Side inputs of the cells driven by the
candidate.

Independent of any other characteristics of the circuit, the
logic value of a candidate, whether faulty or fault-free, is
assumed to be a function of its neighborhood state, i.e., the
logic values of its neighbors. The characteristics of the neigh-
borhood may also provide an indication of the authenticity of
a candidate. The heuristic is that if a candidate is indeed a site
of failure, its failing activation behavior should be a consistent
function of its failing and passing states.
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Many features used by conventional diagnosis are included
in this paper, such as TFSF, TFSP, and TPSF, which com-
pare/contrast the pass-fail status of the test outputs observed
by the tester and predicted by simulation, as well as TFSF_ptn,
TFSP_ptn, and TPSF_ptn, which compare/contrast the pass-
fail status of the test patterns observed by the tester and
predicted by simulation. In addition to their absolute values,
the ratio between the features is also commonly used in char-
acterizing a candidate. For example, in [23], the following
ratio-based score is used:

bit_score = TFSF

TFSF + TPSF/10 + TFSP
. (1)

It should be noted that TPSP is not used in the formulation
since many candidates typically have very large values for this
feature that would overwhelm the significance of the remain-
ing three. Also, TPSF is weighted by 1/10 to cope with the
possible temporal stuck-at behavior of a defect, which may
produce a large value for TPSF that overwhelms the other
parameters in the equation, i.e., TFSF and TFSP.

Similar to bit_score, a score based on the ratio between
pattern features is also included

ptn_score = TFSF_ptn

TFSF_ptn + TPSF_ptn/10 + TFSP_ptn
. (2)

In addition to these well-established features, many other
ratio-based features are newly established in this paper. For
example, ratio_failing_states_to_TFSF_ptn characterizes the
variety of different failing states observed for TFSF patterns;
ratio_passing_states_to_2nbr and ratio_failing_states_to_2nbr

characterize the variety of different passing states and failing
states, respectively, given the maximum number of possi-
ble different states of 2nbr. Some ratio-based features in
this paper characterize the maximum density of 0s or 1s
in the neighborhood states observed for TFSF or TPSF
patterns, whereas some other features characterize similar
properties within only physical neighbors. All these features
provide information to characterize candidates in different
passing/failing situations that are not exploited by conventional
diagnosis.

B. Classifier Structure

PADRE is a two-level classifier; the first-level classifier
consists of a single-rule discriminator eliminating bad can-
didates. The second-level classifier is an SVM classifier used
to identify good candidates.

1) First-Level Classifier: The first level is a one-rule dis-
criminator that is based on the inconsist_states feature. As
described earlier, this feature counts the number of unique
neighborhood states that are observed for at least one TPSF
pattern and one TFSF pattern. The existence of an inconsistent
state is likely an indication that the candidate is a bad candi-
date. Any candidate with a nonzero inconsist_states is labeled
as bad and is eliminated from the candidate list. A label refers
to a prediction made by the classifier on whether a given can-
didate is good or bad. For all the remaining candidates with no
inconsistent state, their labels remain unknown and are passed

on to the second level. The action of the first-level classifier
can be summarized as

label =
{

bad inconsist_states > 0

unknown inconsist_states = 0.
(3)

2) Second-Level Classifier: Although the first level is able
to accurately identify a large number of bad candidates,
typically many candidates still remain unlabeled after the
first level. We introduce the second level to further pro-
cess the remaining unlabeled candidates, with a particular
focus on identifying good candidates. All unlabeled candidates
from the first-level classifier are processed by an SVM-based
second-level classifier. The second-level classifier predicts all
unlabeled candidates as either good or bad. Based on the good
candidates identified by the second-level classifier, resolution
improvement is performed across all the defects. If a defect
has any of its candidates predicted as good by the second-
level classifier, then all its remaining candidates which are
predicted as bad are eliminated from the candidate list. On the
other hand, if no candidate is predicted as good, all candidates
associated with the defect are retained in the candidate list.

SVM requires training data to learn a classifier. Unlike con-
ventional supervised learning techniques, where the training
data are assumed to be labeled using techniques, such as PFA,
that is costly or difficult to invoke, the training data used to
learn the second-level classifier in PADRE is derived from
the pool of unlabeled candidates themselves. Specifically, the
good-labeled training set is obtained from all the defects with
a single candidate. Assuming that diagnosis is accurate, col-
lecting a statistically-significant set of single-candidate defects
ensures that the characteristics of good candidates are well rep-
resented by good-labeled training set. On the other hand, the
bad-labeled training set is obtained from all the defects with
more than Q candidates, where Q is a user-defined value. The
heuristic behind the bad-labeled training set construction is
that there is likely only one good candidate associated with a
given defect. Thus, for a defect with multiple candidates, all
but one will be bad. In general, a larger Q lowers the error,
but a smaller value for Q increases the amount of bad-labeled
training data. By taking all the defects with a high number of
candidates, the bad-labeled training set will mostly consist of
bad candidates. For example, in this paper, we choose Q = 20,
which bounds the error at 5%, in other words, at most 5% of
the candidates in the bad-labeled training set will be actually
good candidates. Note that the value of Q is chosen based on
the property of available failing data, it should be high enough
to ensure the quality of labeled-bad training data, whereas it
should not be too high as that will fail to produce sufficient
amount of bad-labeled training data to match the size of the
good-labeled training data.

By studying the nature of the candidates in the good-labeled
training set, it is revealed that the good-labeled training set
consists of only candidates that do not have any equivalent
faults, i.e., faults that are indistinguishable from a given can-
didate by contrasting their test responses. Based on their net
types, such candidates can be categorized as follows.

1) Primary input (PI).
2) Primary output.
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3) Fanout of PI.
4) Fanout of stem-net.
5) Stem-net with a fault that is not equivalent to any faults

at its driver.
It should be noted that the good-labeled training set and

the bad-labeled training set are likely to be different in size
(there are typically fewer good candidates than bad candi-
dates identified from the unlabeled pool of candidates). The
imbalance of training set size may result in a biased classi-
fier. Specifically, if the size of the bad-labeled training set
overwhelms the size of the good-labeled training set, the
learned classifier will be heavily biased toward bad candi-
dates, causing it more likely to incorrectly predict an actually
good candidate as bad [24]. A straightforward solution for
this problem involves balancing the size of the training sets
with simple resampling techniques. There are two approaches
to perform the sampling. One approach is to under-sample
the bad-labeled training set, and the other approach is to
over-sample the good-labeled training set. Under-sampling the
bad-labeled training set has the benefit of low computational
cost, but it incurs the risk of not properly characterizing the
bad candidates if the difference between the sizes of two
training sets is too large. We therefore choose to balance
the two training sets by over-sampling the good-labeled train-
ing set. Specifically, candidates in the good-labeled training
set are randomly duplicated until two training sets are equal
in size.

In summary, the construction of the two training sets is
performed as follows.

1) Initial Training Sets: The initial training set of candi-
dates that are labeled good consists of all the candidates
of defects with only a single candidate; and the initial
training set of candidates that are labeled bad consists
of all the candidates of defects with more than Q candi-
dates, where Q is a user-defined threshold. In this paper,
we set Q = 20.

2) Balanced Training Sets: The smaller initial training set
of one class is over-sampled to match the size of the
larger initial training set of the other class.

C. Feature Selection

In practice, some features proposed in this paper may not
be available, which could potentially hinder the performance
of PADRE. Therefore, it is important to evaluate how useful
each feature is, so as to understand their impact on PADRE
performance when they are not available. In addition, it is
always desirable to perform resolution improvement at a lower
cost. It is possible to reduce the cost of feature extraction if
we can reduce the number of features used by PADRE while
maintaining classification accuracy. To address these concerns,
all the features are analyzed to understand their effectiveness
within PADRE.

Fisher score [25] is a straightforward measurement for eval-
uating the correlation between a feature and the candidate
class. A higher Fisher score indicates a stronger correlation,
and thus a more effective feature. To calculate Fisher score, it
requires not only the feature data of the candidates, but also

the true labels of the candidates. For feature data x of n can-
didates, the Fisher score of jth feature of the data, xj ∈ R

1×n

is calculated as

F
(
xj) =

∑c
k=1 nk

(
μ

j
k − μj

)2

∑c
k=1 nk

(
σ

j
k

)2
(4)

where c is the total number of classes corresponding to jth
feature, nk is the total number of candidates in each class k,
μ

j
k and σ

j
k are the mean and the standard deviation of data in

the kth class corresponding to jth feature, respectively, and μj

is the mean of all the data corresponding to jth feature.
Although the Fisher score captures how strongly each fea-

ture correlates with the candidate class, it is inadequate to
infer the joint effectiveness of multiple features as it does not
account for correlation among features. To evaluate the joint
effectiveness of multiple features, a feature selection problem
has to be solved.

Given a feature set Y, where there are n features, the target
is to identify a feature subset X, X ⊆ Y, based on a criterion
function J(X). One common choice for J(•) is (1−pe), where
pe is the classification error probability. The selected subset X
should maximize J(•), in order to achieve the lowest classi-
fication error. Formally, the feature selection problem can be
formulated as

J(X) = max
Z⊆Y,|Z|=d

J(Z) (5)

where d is the total number of features in X, i.e., |X| = d.
The procedure to identify the optimal subset that maximizes

J(•) can be very costly depending on the total number of fea-
tures [26], because exhaustively evaluating every subset of d
features out of total n features requires

(n
d

)
rounds of evalua-

tions, which grows exponentially with n. Unfortunately, it has
been shown that the optimal subset can only be guaranteed
through an exhaustive-selection procedure [26].

Other methods such as sequential forward selection (SFS)
may be used to perform the feature selection task in a more
computational-efficiently manner. SFS is a greedy, iterative
method to identify features that maximize J(•) [27]. It begins
with a null feature set, then in every subsequent round, a single
feature is added that improves J(•) by the most. Features are
continually added one at a time, until no more improvement
in J(•) can be made, or the preset number of features d is
reached.

III. EXPERIMENT WITH VIRTUAL DATA

A comprehensive simulation experiment is performed using
virtual data to evaluate the performance of PADRE. In the
experiment, a substantial number of faults of various types are
injected into an industrial design to emulate real failing chips.
An injected fault is meant to mimic the actual behavior of a
real defect. The virtual failing chips are tested and diagnosed
with typical testing and diagnosis procedures to produce initial
diagnosis results. PADRE is subsequently applied to improve
the diagnostic resolution, which is then evaluated for the level
of improvement and accuracy achieved.
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TABLE II
FAULTS INJECTED IN FAILING CHIPS

An advantage of using virtual data for an experiment is that
all the types and locations of the injected faults are known,
which makes it easy for us to identify the true labels of all the
diagnosis candidates. Knowing the true labels of the candidates
enables us to evaluate the accuracy of resolution improve-
ment, a defect is accurate if the candidate representing the true
defect location remains in the candidate list after resolution
improvement.

A. Experiment Setup

The chip used for the experiment is an application-specific
integrated circuit manufactured in 130 nm technology that
contains approximately one million gates. More than 1600 vir-
tual failing chips are created, each injected with at least one
fault. The chips are tested using the production test set that
consists of 3403 logic tests that achieve 99.5% single stuck-
line (SSL) fault coverage. The test results (i.e., fault-simulation
responses) are diagnosed using a commercial diagnosis tool to
produce a set of candidates.

To ensure that the synesthetic data set correctly represents
the large variety of defects that could occur in real failing
chips, multiple types of faults are injected. The injected faults
include: AND, OR, and four-way bridge faults, input pattern
faults [28], SSL faults, and multiple stuck-line faults. The
selected fault types can also mimic the behavior of some other
types, e.g., the four-way bridge fault overlaps with the stuck-
at-0/1 behavior exhibited by an open fault. The numbers of
chips injected for each type of fault are shown in Table II.

B. Fisher Score

The Fisher score is calculated for each feature used by
the second-level classifier, that is, all the features shown in
Table I except inconsist_states. The feature inconsist_states
is not included in the feature selection experiment because it
is an imperative, and the only feature used by the first-level
classifier. In addition, it does not work with other features in
any way in the second-level classifier, thus the question of
whether it makes up an optimal subset among other features
is not applicable.

It can be seen from Table III that the Fisher score varies
significantly from feature to feature, indicating that the impor-
tance of each feature also varies significantly. For example,
ptn_score, TFSP_ptn, and bit_score have the highest scores,
meaning they have strongest correlations with the candi-
date class. On the other hand, some other features, such as
ratio_max_1_TFSF_nbr_to_all_nbr, and ratio_max_0_TFSF_
nbr_to_all_nbr, only have very weak correlations with the
candidate class.

TABLE III
FISHER SCORES FOR SYNTHETIC DATA

C. Sequential Forward Selection

In addition to Fisher scores, SFS is also performed as
another feature selection experiment. SFS identifies the most
effective subset of features by iteratively including the most
effective feature one by one to maximize the classification
accuracy. It is a good complement to the Fisher scores which
evaluate the effectiveness of each individual feature. The
sequence of selected features is shown in Table IV, and the
diagnosis accuracy following the addition of each feature is
shown in Fig. 4. It can be seen that the top features accord-
ing to SFS are ptn_score, TFSP_ptn, and bit_score, which
are consistent with the conclusion based on the Fisher scores.
The top three features alone jointly achieve a diagnosis accu-
racy close to 90%. However, the accuracy increment slows
notably with the addition of more features. The least signif-
icant five features together only boost the accuracy by about
1%. It is also noted that not all the features are selected, as
shown at the bottom of Table IV. These features are redun-
dant as far as the diagnosis accuracy is concerned. In other
words, given the existence of the top features, the addition
of unselected features will not further boost the classifica-
tion accuracy. In addition, it is observed that some features
are quite effective according to both the Fisher score and
SFS (e.g., resol_ratio and ratio_failing_states_to_FTSF_ptn);
on the other hand, some features are ineffective (e.g.,
ratio_max_0_TFSF_nbr_to_all_nbr and ratio_max_1_TFSF_
nbr_to_all_nbr).

D. Resolution Improvement and Accuracy

A total of 14 710 candidates are produced from the initial
diagnosis of all the virtual failing chips listed in Table II. The
number of bad candidates labeled by the first-level classifier
is 8005. Comparing these results with the injected locations
reveals that all of these bad-labeled candidates are indeed bad.
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TABLE IV
SFS OF THE FEATURES

Fig. 4. Diagnosis accuracy improves following the addition of each selected
feature. The accuracy plot shows a sharp increase with the addition of the top
few features. As more features are selected, the accuracy increase slows and
eventually saturates before all the features are selected.

A total of 6705 unlabeled candidates from the first-level
classifier are processed by the second-level classifier. The
construction of the training sets from unlabeled candidates
follows the procedure discussed in Section II. Initially, the
good-labeled training set has 447 candidates and the bad-
labeled training set has 3197 candidates. After over-sampling
the good-labeled training set, both training sets have 3197
candidates.

The PADRE prediction for all candidates are shown in
Table V. A total of 3441 candidates are predicted as good,
of which 2965 or 81.16% are indeed true candidates; for the
remaining 11 269 candidates that are predicted as bad, 10 852
or 96.30% are indeed wrong candidates; overall, the candidate-
level accuracy of PADRE reaches 93.93%. Note that among
all 10 852 bad-labeled candidates, 8005 are labeled by the

TABLE V
PADRE CANDIDATE-LEVEL CLASSIFICATION STATISTICS

first-level classifier, which has 100% accuracy. For the second-
level classifier, it processes total 6705 candidates, resulting
in 2965 good-labeled candidates, and 2847 bad-labeled can-
didates. Among them, 5812 are correct, which results in an
accuracy of 86.68% for the second-level classifier.

At the defect level, PADRE improves resolution for 3276
or 96.86% of total 3382 defects, and the remaining 106
defects have their original resolution retained. By compar-
ing the improved resolution with the original resolution, it is
clear that the resolution improvement is significant as shown
in Fig. 5(a), where the red curve is the improved cumula-
tive resolution and the blue curve is the original cumulative
resolution. By comparing the improved resolution and the orig-
inal resolution, the average defect-level resolution is shown to
improve from 4.35 to 1.83. Moreover, the number of defects
that exhibit ideal resolution increases from 447 to 2798, an
increase of more than 5×. In Fig. 5(b), each defect is plotted
in a scatter plot according to its improved resolution versus its
original resolution. In the plot, all defects with ideal resolution
would lie on the x-axis whereas defects without any resolu-
tion improvement would lie on the y = x line. In addition,
the accuracy of resolution improvement is also shown in the
scatter plot. Defects with accurate resolution improvement are
marked with blue circles, whereas defects with inaccurate res-
olution improvement are marked with red circles. It is shown
that the resolution improvement for 3249 or 99.2% of total
3276 defects are accurate.

IV. EXPERIMENTS WITH SILICON DATA

PADRE is also applied to actual failing chips to evaluate
its performance. Two different silicon data sets are investi-
gated. The first data set consists of actual failing chips of the
same industrial design that is used for the virtual data experi-
ment. The second data set consists of a large number of failing
chips from a second industrial design. Both data sets have been
tested and diagnosed using commercial tools to produce can-
didates. PADRE is applied to the candidates to improve the
diagnostic resolution following the same procedure as in the
virtual data experiment.

Verifying both the resolution improvement and accuracy
for virtual data is straightforward since the injected faults are
known. Unfortunately, this is not the case for most of the sil-
icon data sets. However, we do have in hand five chips from
the second data set that have been PFAed, and we are able to
verify the resolution improvement accuracy for these chips.

A. Data Set One

The first silicon data set consists of 360 failing chips and
507 defects, with a total of 1936 candidates. This is a relatively
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Fig. 5. (a) Resolution improvement through PADRE at the defect level
shows that the number of defects exhibiting ideal resolution is increased by
more than 5×. (b) Each defect is plotted according to its improved resolution
versus its original resolution. Defects with accurate resolutions are marked
with blue circles, whereas defects with inaccurate resolutions are marked with
red crosses. The accuracy is maintained for 3249 or 99.2% of all defects.
Bubble size is proportional to the number of defects with the corresponding
original/improved resolution.

small data set compared to the virtual data set, which has more
than 14 000 candidates.

Due to the small number of candidates per defect in this data
set, we have to adjust the candidate number threshold used
for training set construction. Specifically, the number of can-
didates per defect for the bad-labeled training set Q is reduced
from 20 to 10 in order to collect sufficient training data. After
the threshold adjustment, the initial good-labeled training set
has 161 candidates, and the initial bad-labeled training set
consists of 501 candidates.

The first-level classifier predicts 764 candidates as bad, and
the second-level classifier predicts 402 candidates as good. The
resolution improvement is shown in Fig. 6. The resolution at

Fig. 6. Resolution improvement for the first silicon data set shows the number
of defects that exhibit ideal resolution is increased by 77.6%.

Fig. 7. Resolution improvement for the second silicon data set shows that
the number of defects exhibiting ideal resolution is increased by nearly 2×.

the defect level is improved by 24.6% from 3.82 to 2.88. The
numbers of defects that exhibit ideal resolution is increased
by 77.6% from 161 to 286.

B. Data Set Two

The second silicon data set consists of 5362 failing circuits,
each of which contains 2309 logic gates. Each circuit has been
tested with 5362 production tests. After initial diagnosis, a
total of 17 786 defects and 36 186 candidates are reported,
which is approximately twice the size of the virtual data set.

For the second data set, the bad-labeled training set is con-
structed with Q = 20 as in the virtual data set experiment.
An initial good-labeled training set with 5519 candidates and
an initial bad-labeled training set with 7376 candidates are
constructed. In the resolution improvement process, the first-
level classifier removes 16 836 bad-labeled candidates, and the
remaining 19 350 candidates are processed by the second level.
The resolution improvement result can be seen in Fig. 7, where
the numbers of defects exhibiting ideal resolution is increased
by more than 4000.
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TABLE VI
RESOLUTION IMPROVEMENT OF PFAED FAILING CHIPS

For this data set, we have five chips that have been PFAed,
the original resolution and improved resolution of these five
chips are shown in Table VI. Overall, the resolution of
three chips are improved, by comparing the true candidate
as revealed by PFA and the prediction made by PADRE, it is
also shown that resolution improvement of all the chips are
accurate.

V. COMPUTATIONAL COST

PADRE does not require any additional testing or design
modification, it can be easily applied as an add-on resolution
improvement technique to any diagnosis approach with lit-
tle additional cost. The cost associated with PADRE is mostly
computational cost, and the computational time overhead asso-
ciated with PADRE can be divided into three main parts as
follows.

1) Feature extraction.
2) Classifier construction.
3) Classification.

The most time-consuming part among the three is feature
extraction. Specifically, it usually takes significantly more time
to extract physical features as compared to the logical features.
Extracting logical features requires only the analysis of failing
logs, diagnosis callouts and fault simulation of the candi-
dates, whereas extracting physical features requires additional
analysis of the netlist and circuit layout.

The classifier construction and classification times are
almost negligible. For our virtual data set with more than

14 000 candidates, the classifier is constructed in less than 9 s
running on a workstation with 8 GB memory and a 2.60 GHz
duo-core processor. The classification is completed in less than
5 s. It should be noted that the classifier construction time
grows at the order of O(n3), where n is the number of train-
ing candidates [29], thus it may take longer time to construct
classifier for a significantly larger data set.

VI. CONCLUSION

A high-resolution diagnosis benefits PFA and other infor-
mation extraction analysis for better understanding of the root
cause of failure. Despite the existence of various approaches
for improving diagnostic resolution, there is still much room
for improvement.

In this paper, we present PADRE, a novel ML-based
resolution improvement technique. Unlike other ML-based
techniques, PADRE constructs good-labeled and bad-labeled
training sets from unlabeled candidates that are originally
available, instead of relying on historical data or simulation
data. To characterize the candidates, PADRE incorporates not
only well-established features used by conventional diagno-
sis, but also many newly-established features. These features
are analyzed for their effectiveness and are shown to boost
overall classification accuracy. PADRE is evaluated with com-
prehensive experiments. In the experiments, PADRE is shown
to improve resolution of failing chips significantly for three
different data sets, including one virtual data set and two sil-
icon data sets. In addition to improving resolution, PADRE
is shown to maintain accuracy, as verified in the virtual data
set experiment and on a few PFAed chips in silicon data set
experiment.

PADRE demonstrates that it is possible to better distinguish
the diagnosis candidates by exploiting the logical and physi-
cal characteristics related to the candidates as well as the its
neighborhood under different activation and sensitization con-
ditions. Also, as an add-on resolution improvement technique,
PADRE can be incorporated easily with any existing diagnosis
technique without much additional cost.
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